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__________________________________________________________________ 
 

Welcome to our third issue of 2022.  Spring is almost upon us and 
restrictions look to be easing.   
 
We continue to see a variety of scams and frauds appearing, many 
new and many a variation on older versions. We will continue to 
send advice and information for you to read and share. We 
appreciate all the positive comments received as well as 
information on scams we had not seen before.  
 
Given how popular our newsletter has become, we feel we have 
outgrown the title ‘Business Watch’.  After much debate between 
us we opted for ‘North East Crime Alert’.   
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The 28th February 2022 – 6th March 2022 is Cyber Scotland Week which draws together 
events across Scotland designed to make businesses, organisations and individuals more 
cyber aware and resilient. https://cyberscotlandweek.com 
 
The National Cyber Security Centre (NCSC), the UK’s technical authority on cyber security, 
have issued guidance for organisations on the steps they need to take to bolster the UK’s 
resilience against the heightened risk of malicious cyber incidents in and around Ukraine. 
We know many organisations and businesses in the UK have well laid out plans and good 
cyber security measures in place. However due to the nature of online global networks, 
attacks that occur overseas could have an impact on UK institutions, services and systems. 
This is why organisations and businesses are being urged to take action now.  
  
While the NCSC is not aware of any current specific threats to UK organisations in relation to 
events in and around Ukraine, the guidance encourages organisations to follow actionable 
steps that reduce the risk of being impacted by cyber-attacks, including: 
  
·       patching systems;  
·       improving access controls and enabling multi-factor authentication;  
·       implementing an effective incident response plan;  
·       checking that backups and restore mechanisms are working;  
·       ensuring that online defences are working as expected, and;  
·       keeping up to date with the latest threat and mitigation information.   
  
For further information visit: https://www.ncsc.gov.uk/guidance/actions-to-take-when-the-
cyber-threat-is-heightened where you will find the relevant advice, actions and resources.  
  
If you have any questions, please contact enquiries@ncsc.gov.uk who will be happy to 
assist.  
 
 
 

  
Box ‘Digital Supply Chain’ Live,  
 Exercise in a Box is an online tool from the NCSC which helps organisations test and 
practise their response to a cyber-attack. 

https://cyberscotlandweek.com/
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fguidance%2Factions-to-take-when-the-cyber-threat-is-heightened&data=04%7C01%7CIan.McKinnon%40scotland.police.uk%7Cf5de8bf779714e98ec7708d9faa2a082%7C6795c5d3c94b497a865c4c343e4cf141%7C0%7C0%7C637816398644736687%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=Y3D2W3T19SK7PMHhFyJ76B32iXkHdleks7QqL%2B72bYY%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fguidance%2Factions-to-take-when-the-cyber-threat-is-heightened&data=04%7C01%7CIan.McKinnon%40scotland.police.uk%7Cf5de8bf779714e98ec7708d9faa2a082%7C6795c5d3c94b497a865c4c343e4cf141%7C0%7C0%7C637816398644736687%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=Y3D2W3T19SK7PMHhFyJ76B32iXkHdleks7QqL%2B72bYY%3D&reserved=0
mailto:enquiries@ncsc.gov.uk
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It is completely free, and you don’t have to be a technical expert to use it. The service 
provides exercises, based around the main cyber threats, which your organisation can do in 
your own time, in a safe environment, as many times as you want. It includes everything you 
need for setting up, planning, delivery, and post-exercise activity, all in one place.  To sign 
up to this event visit www.sbrcentre.co.uk/events/exercise-in-a-box-digital-supply-chain-live-
event-10th-march 
Prepare Your Charity24.02.22  

 
Blog, Cyber 
 
Third sector organisations are important for a multitude of reasons. Most notably for how 
they support the public and the wider society through their hard work and dedication. Third 
sector organisations include charities, social enterprises and voluntary groups that primarily 
deliver essential services, support people’s wellbeing, and contribute to economic growth. 
They provide knowledge and resources to society, aid those in need, create safe spaces, 
and help communities grow by communicating on a local level. Unfortunately, the third 
sector has increasingly become more of a target and taken advantage of by cybercriminals 
due to the lack of awareness of how quickly the world of cyber is growing.  
 
With well over half of charities dealing with sensitive data according to the National Cyber 
Security Centre’s survey on the state of cyber security in the U.K.’s charity sector, conducted 
by Charity Digital, it is of utmost importance that this data is kept as secure as possible, 
especially with organisations handling data surrounding gender based violence and similar 
such sensitive human rights issues. However, worryingly findings from the survey state that 
exactly 50% of charities responded they are likely to experience cyber-attacks. As 
technology grows, it is difficult to keep up with the evolving processes used for protecting 
your data. Many know about the simple things like making sure you have a secure password 
to access your accounts and installing an anti-virus software.  
 
The Scottish Business Resilience Centre, in collaboration with the Scottish Government, and 
the Scottish Council for Voluntary Organisations (SCVO), has created, and is 
currently delivering, a selection of free webinars for third sector organisations to attend and 
educate themselves in the field of cyber security. 
   
The webinar ‘Introduction to Cyber Learning’ will dive into the basics and give 
realistic examples of how third sector organisations can begin to implement simple policies 
and integrate software that can drastically improve their cyber health. This is recommended 
to organisations who are not sure where to begin and need a baseline to start their cyber 
journey.  
 
The webinar ‘Introduction to Incident Response’ is slightly more advanced as it explains how 
organisations can start to implement business continuity and incident response plans to 
ensure they can continue operations in the event of a data breach or any other unexpected 
downtime. SBRC recommends organisations begin with the ‘Introduction to Cyber Learning’ 
webinar then move onto the ‘Introduction to Incident Response’ as the next step.   
 

http://www.sbrcentre.co.uk/events/exercise-in-a-box-digital-supply-chain-live-event-10th-march
http://www.sbrcentre.co.uk/events/exercise-in-a-box-digital-supply-chain-live-event-10th-march
https://www.sbrcentre.co.uk/2022/02
https://www.sbrcentre.co.uk/category/blog
https://www.sbrcentre.co.uk/category/cyber
https://www.ncsc.gov.uk/
https://www.ncsc.gov.uk/
https://charitydigital.org.uk/home
https://www.gov.scot/
https://scvo.scot/
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During these webinars, we also recommend that organisations complete SCVO’s online 
cyber health check. This survey is a series of questions that will determine how good your 
organisation’s cyber health is to a large extent. Upon completing this survey, organisations 
will be invited to a free 1-to-1 consultation service offered by SBRC, hosted by one of their 
very own ethical hackers. This 1-hour consultation will be tailored to your very own 
organisation’s needs as our ethical hackers point you in the right direction, as to what action 
you can take to improve your cyber health. These spaces, however, are limited so 
organisations are advised to book in soon to ensure a space.  
 
Sign-up your organisation now!  Upcoming dates include – 17th March 2022 & 21 March 
2022 – visit www.sbrcentre.co.uk/prepare-your-charity-against-cyber-breaches to sign up 
 
_________________________________________________________________________ 
 
 
 
 

 
 
 
Businesses Against Scams has been set up by the National Trading Standards (NTS) 
Scams Team and includes a number of resources that companies can share with their 
employees which can educate them on a variety of common business related frauds, these 
are: 

 Government grant and tax rebate scams 
 CEO fraud 
 Invoice/mandate fraud 
 Tech support scams 

By completing a short questionnaire, you will be given access to a training session 
(PowerPoint) that takes around 10 minutes to complete and provides information on these 
frauds, what to look out for and how to prevent your company from falling victim to them. 
You will also get a number of Fact Sheets (PDF) that can be used as a refresher for staff 
members, along with a number of infographics/posters that can be used on social media or 
within your team. 

Please note that these resources are designed to be used with the employees, colleagues 
and volunteers within your business that have the authority to make financial decisions or 
have access to private company information. To sign up or to find out more about this free 
resource please visit www.friendsagainstscams.org.uk/BAS 

https://scvo.scot/support/checkups
http://www.sbrcentre.co.uk/prepare-your-charity-against-cyber-breaches
http://www.friendsagainstscams.org.uk/BAS
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You and your entire organisation would benefit from taking the Friends Against Scams 
awareness session which covers scams in general and how to protect yourself and your 
loved ones from falling victim to them. This can be found at www.friendsagainstscams.org.uk 

_________________________________________________________________________ 

NHS FAKE TEXTS 

A fake text message purporting to be from the NHS has been circulating, demanding that 
you ‘order a PCR testing kit’. Here’s what it looks like. 

Fake texts claiming that you’ve ‘been in contact with someone who has recently tested 
positive’ are continuing. 

 

 

 

These texts take you through to convincing clones of the NHS site. Following the instructions 
will eventually lead to a page requesting your bank card details in order to pay a ‘delivery 
fee’. 

 

 

http://www.friendsagainstscams.org.uk/
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As explained below, the NHS would not contact you in this way or ask for your bank details. 
If you need to get a PCR test, visit the official GOV.UK site. 

If you think you may have given sensitive information to fraudsters, let your bank know 
what’s happened immediately. 

Many of us have been ‘pinged’ by the NHS Covid-19 app at some point over the summer, so 
you might just be inclined to believe another communication stating that ‘you have been in 
contact with someone who has COVID-19’. 

But what the app wouldn’t tell you to do, of course, is order a PCR testing kit from a dubious 
website linked to in a text message out of the blue from an unrecognised number. 

_________________________________________________________________________ 

Energy bill scam 

A member of the public received an email purporting to be from a debt recovery company. 

It claimed that they still owed money to their energy supplier, which had stopped trading in 

2019, and requested payment via bank transfer. 

This email raises several red flags and is one of many tricks fraudsters are using to exploit 

the energy crisis.  

Need to know 

 Don’t be pressured into paying – always query requests for money with the company 
concerned by calling them on the phone number on their website 

 Hover your mouse over the email sender name to see the email address behind it.  
 Speak to your current provider to see if there is any outstanding debts. 

If you’ve sent money to a scammer, contact your bank. 

_________________________________________________________________________ 

Payment Diversion Fraud 

Payment Diversion Fraud (PDF), also known as Business Email Compromise (BEC), tends 
to affect businesses and customers where electronic financial transactions are taking place. 
 
What is Payment Diversion Fraud? 
 
Payment Diversion Fraud (PDF), also known as Business Email Compromise (BEC) or 
Mandate Fraud, affects businesses and customers where electronic financial transactions 
are taking place. 
 
Criminals will contact businesses or customers via email, usually claiming to be from a 
company that the business or customer has been dealing with. They will request a payment 
to be made often or inform the recipient of a change of bank account details. 
 

https://www.gov.uk/get-coronavirus-test
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Criminals will often create fake e-mail addresses which are very similar to genuine business 
or customer addressees and send over fake invoices to make it more believable. All of this 
leads to payments from businesses and customers directly into bank accounts controlled by 
the criminals. 
 
Criminals are experts at impersonating people and will spend hours researching you for their 
scams.  
 
Stop, think and follow the Take Five to Stop Fraud advice as it could protect you and your 
money. 
 
Take Five to Stop Fraud advice 
 

 
 
 
 
Advice for individuals 
 
Criminals are experts at impersonating people, organisations and the police. They spend 
hours researching you for their scams, hoping you’ll let your guard down for just a moment. 
Stop and think. It could protect you and your money. 
 
STOP: Taking a moment to stop and think before parting with your money or information 
could keep you safe. 
 
CHALLENGE: Could it be fake? It’s ok to reject, refuse or ignore any requests for your 
financial or personal details. Only criminals will try to rush or panic you. 
 
PROTECT: Contact your bank immediately if you think you’ve fallen for a scam, don’t feel 
ashamed or embarrassed - you are not alone. 
 
 
Advice for businesses 
 
Criminals are experts at impersonating people, businesses and the police. They spend hours 
researching your business for their scams, hoping you will let your guard down for just a 
moment. 
 
STOP: If you receive a request to make an urgent payment, change supplier bank details or 
provide financial information, take a moment to stop and think. 
 
CHALLENGE: Could it be fake? Verify all payments and supplier details directly with the 
company on a known phone number or in person first. 
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PROTECT: Contact your business’ bank immediately if you think you’ve been scammed and 
report it to Action Fraud. 
 
Advice can be found on the Take Five website addresses here: www.takefive-
stopfraud.org.uk 
 
Improve your cyber security with NCSC Cyber Aware 
 
Use the 6 NCSC Cyber Aware actions to keep yourself safe.  
 
Use a strong and separate password for your email. 
Create strong passwords using 3 random words. 
Save your passwords in your browser. 
Turn on two-factor authentication (2FA). 
Update your devices. 
Back up your data. 
 
_________________________________________________________________________ 
 
In light of the recent escalation of hostilities in Ukraine, Advisory Services would like to 
remind staff of the importance of being vigilant when online and our vulnerability to cyber-
attack.  
 

 
 
_________________________________________________________________________ 

http://www.takefive-stopfraud.org.uk/
http://www.takefive-stopfraud.org.uk/
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Trading Standards Scotland Bulletin 
 
Business advice and Scam Bulletins from Trading Standards Scotland can be found at 
https://www.tsscot.co.uk 
 
Aberdeenshire Trading Standard Bulletins can be found on the following link 
http://publications.aberdeenshire.gov.uk/dataset/trading-standards-crime-and-scams-bulletin 
 
_________________________________________________________________________ 
 
 

Sign Up for Neighbourhood Alert for free 
 

 
 
A great way in which Police can share information is via the Neighbourhood Alert system, 
which is delivered by Neighbourhood Watch Scotland. This enables us to send out e-mail 
messages relating to local crime trends and share crime prevention advice quickly and 
effectively to a wide audience. The information can also be targeted to particular groups, 
streets, or communities as required. 
Anyone can sign-up to receive these e-mail messages, either individually or as a community 
group. The sign-up process allows you to specify the type of information you are interested 
in and from what source. This is coordinated by our partners in Neighbourhood Watch 
Scotland, who work with a range of partners in the public sector to provide information not 
only on crime, but also about community safety and resilience. We only send out messages 
which contribute to keeping you informed and safe. 
Simply visit 
www.neighbourhoodwatchscotland.co.uk 
_________________________________________________________________________ 
 

Crimestoppers - https://crimestoppers-uk.org/ 

Tel. 0800 555 111 

SPEAK UP. STAY SAFE - CRIMESTOPPERS are an independent charity that gives people 
the power to speak up to stop crime 100% anonymously.  

https://www.tsscot.co.uk/
http://publications.aberdeenshire.gov.uk/dataset/trading-standards-crime-and-scams-bulletin
https://crimestoppers-uk.org/
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___________________________________________________________________ 

 

ARE YOU READY FOR A LIFE CHANGING CAREER? - 

http://www.scotland.police.uk/recruitment/police-officers/ 

 

 
_________________________________________________________________________ 

As always please share the above information with your colleagues. 

Should this bulletin be sent to one of your colleagues as well as you? If you are 'moving on' 
please let us know a new contact within your company to send the bulletin to. 

If you have any sister companies or businesses you work closely with who you think would 
benefit from this bulletin (check with them first) then please let us know. 

If you no longer wish to receive this bulletin then please let us know at 
NorthEastCrimeReduction@Scotland.pnn.police.uk 

URGENT MESSAGES WILL BE SENT OUT AS APPROPRIATE 

Crime Reduction Unit 
North East Division  
 
Email: NorthEastCrimeReduction@scotland.pnn.police.uk 
Website: www.scotland.police.uk 
Twitter: www.twitter.com/NorthEPolice 
Facebook: www.facebook.com/NorthEastPoliceDivision 
 
Police Scotland's North East Division covers rural and urban areas in Moray, Aberdeenshire 
and Aberdeen City.  The division has five territorial command areas which have their own 
dedicated Area Commander, who is responsible for the daily policing function. Each 
command area is served by a number of community policing teams whose activities are built 
around the needs of the local community. These teams respond to local calls and look for 
long term solutions to key issues. They are assisted by the division's Crime Reduction Unit 
who deliver against Force and local priorities in a number of areas, including physical and 
social crime prevention, supporting and enhancing community engagement and creating and 
sustaining strong and effective partnership working 
 
 

http://www.scotland.police.uk/recruitment/police-officers/
mailto:NorthEastCrimeReduction@Scotland.pnn.police.uk
mailto:NorthEastCrimeReduction@scotland.pnn.police.uk
http://www.scotland.police.uk/
http://www.twitter.com/NorthEPolice
http://www.facebook.com/NorthEastPoliceDivision

